vTrace User Manual v0.2

Based on vTrace version 3.7.3.1



vIirace 1s a free traceroute application. This manual documents
vIrace.

This manual 1is copyright 2009 Arkadiusz Nowicki. All rights reserved.
You may distribute this documentation under the vTrace licence.

Chapter 1: Introduction to vTrace

vTrace allows you to get a lot of information abort target host in
few clicks in really short time :-)

Chapter 2: TraceRoute module

In this (front) panel you can traceroute a host. Enter its name or
IP address in marked field and click “Trace”. By “Stop” button you can
disturb tracing in any time.
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For better result you can use this checkboxes:
® DNS - enable/disable name resolving of route hosts
e AS - enable/disable AS number checking
® GEO - enable/disable geographical localization

" Online Geo - vTrace will use a WebService for geo
" Offline Geo - vTrace will use local database for geo
® G-Maps - vIrace will use Google Map for visualization of the route

e TTL - enable/disable TTL checking



® Toop - Looping traceroute procedure
Chapter 3: Other modules

You can also use few extension module by clicking on this bar:

IIF' jlwhuis.ripe.net j | Vrhals I NS | Explore | Loeal |i|

Chapter 4: Whois modules

In this module you can check IANA information about target host...
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Thiz iz the RIPE Databaze query se.rvice. ;I
The ohjects are in BPSL format.

he RIPE Database iz subject to Terms and Conditions.
ee http: /v ripe. net/db/ support/db-terms-conditions. pdf
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Tip: In address field you can also enter AS number.



Chapter 5: DNS modules

In this module you can resolve DNS addresses

+DNS Module
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o
|TARGET HOST NAME | e x| Janr >] J101083 IV corwertrev Query to &pa ¥ recusion ¥ use cache & UDP  TCP Dig
;o o<=rE> Dig 3.7.3.1 <<==> @l0.1.0.52 ANY TARGET HOST HAME ;I
;7 global cprtiowns: printeomd
; Got answer:

;7 -=~HEADER=<- opcode: Query, status: ServFail, id: 18543
; flags: or rd ra; QUERY: 1, ANSWER: 0O, AUTHORITY: O, ADDITIONAL: O

7; QUESTION SECTION:
sTARGET HOST MNAME.

;; Query time: 16 msec

; SERVER: 10.1.0.83#53(10.1.0.83)
;; WHEN: Thu Now 05 11:53:02 2003
; MSC SIZE rowd: 34

Chapter 6: Explore module

In this module you can scan target host.

This is wvery simple scanner,
so do not use it for professional usage.

It scan only TCP ports.
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Thiz iz realy simple basic TCP-only scaner. For proffesional scan use: nmap

[ Greets
FTP |
35H |
TELNET |
SMTP |
FOP3 |

‘wieh




Chapter 6: Local module

“Connection State” tab is netstat-like module, but you can also use G-Maps for visualization of established connections.
This module helps you to trace, identify and monitor your network activity on world map. You can trace any website or
IP address on your map. Built on .NET technology this module uses fast and reliable approach in detecting hostnames,
IP addresses, domain names. While many IP lookup tools only provide network provider locations, this module uses
unique IP location engine to provide a much higher level of accuracy by identifying the actual physical city and country

location of servers and routers.

vLocallnfo Module i =100 ]|
Connections State | IP Statistcs | Local info about: NOT48268 [10.1.0.58]  Microsoft Windows NT 5.1.2600 Dodatek Service Pack 3  v2.0.50727.3603
Established - 13 connections Listen - 9 cannestions Other - 0 conneotions
Frocess | Local Address [ Foregin Address | General options Process | Looal Address [ Foregin Address | [Frocess | State | Looal Address [ Foregin Address |
nlnotes 10.1.0.58:1052 10.1.0.80.1352 ¥ Prosses Name FileZillaser... 0.0.0.0:21 0.0.0.0:32302
ninotes 10.1.0.58:105% 10.1.0.80:1533 svchast 0.0.0.0:35 0.0.0.0:39150
ninotes 10.1.0.58:1055 10.1.0.34:1352 I DNS of Lacal System 0.0.0.0:445 0.0.0.0:24304
psfp 10.1.058:1115 91212 2423328 tttesd 0.0.0.0:6060 0.0.0.0:12441
putty 10.1.058:1116 91212 2423322 I DNS of Foregin System 10.1.0.58:139 0.00.0:2144
System 10.1.058:1163 10.1.12.93:445 r
wTracews... 10.1.058:1275 209.85.135.39.80 G=o Infe
I™ G taps
Sample G-maps view
B8 ¥Locallnfo Module i P o] 5
Connections State | IP Statistcs | Local info about: NOT48268 [10.1.0.58]  Microsoft Windows NT 5.1_2600 Dodatek Service Pack 3 v2.0.50727.3603
Established - 18 connections
Frocess | Local Address | Foregin Address | General options
ninotes 10.1.0.58:1052 10.1.0.80:1352 ¥ R N £ o ST . R
ninstes 10.1.0.58:1053 10.1.0.80:1533 oosss Rams Fiel . Estonia - ¥ oy B
ninotes 10.1.0.58:1055 10.1.0.34:1352 ™ DNS o Local Efina g (ficaoe) ey
psftp 10.1.0.58:1115 91212 242.33 22 d e S (lild o Yeroslad o |9
pulty 1010581116 91212 2423388 " DNS of Foregin & e TS g
Spstem 10,10 58:1163 10.1.12.99:445 Wigjo 8 atile Velik) (Teaps) (Beoroe)
iy Lkl {Tezps o
wTracews... | 10.1.0.58:1232 209.85.135.33:3030 (US-Mountain Vie... M Geo nfa 8. Kakreg T sin - mmﬂ, bt ©
iexplore 10.1.0.58.1257 195.195.59.17:8080 [RU-Moscov) = e | & Ty AR
ienplore 10.1.0 58:1261 195133 59.17-8080 [RU-Moscow] AR / Saula Baugavpis Moshrk) e
ienplore 10.1.0.58:1262 T7.88.21.40:3080 (R U-Mozcow) ; Kiaipeda L] ©° ocmn. e
Filters 3 Lietuva
iexplore 10.1.0.58.1263 77.58.21,90:8080 [RU-Moscow] olarmng
iesplore 10.1.0.58:1264 77.88.21.90:8080 [RU-Mozcow] ¥ Na loopback Kalinngrad !  Bijebcx) Fodarsk - gitanans)
il HIHIPER ) ANoganses)
M No Mountain i i Kaunas © Barysau Kauga Tula o Ryszan
o hour\ 2in Wiew: Gdansk [ s e TanES® tiina (Prsars)
an the map ©Koszalin Fradna _§i7as {Miicx) @ Mogil )
s (fpogna™ @ o gVoarey. Novarmoskavsk
czacin o {iaaces?) ‘B:':amﬁ (HosoapecH
‘Your Localization ¥ (Enmict]~'Crel o
B‘f“gg’zcz St @ Benapyce O (Open) Upetsk Tamooy
[ FL Gdpria, 45.12.59) o Baranauich [ ° ey Tetood
A " Pinsk Q
Poznan@  Polska oy ey e
. Paiand & Warszawa =" o o Varanezh
Connectiohs ° o fEf"g*!"l
2127 Kalisz  pods Lutiin e
Hiclden: 10 Aochine el Kyi
optiee e (k) ¥
Givcen Krakow - foason b, \"“Kﬂ
Refresh; 9= 4 Republika O o T ey oL etk s bl
B fechi Republic . - Ostrava Neeie) .y»m.,?uwna ) ¢ epszcnl ©
— Fieremog- Zﬁ"r S Yipaiwa - " . Dnepropetrovsk Luigansk
mo i Slovensko .S Map data ©2009 G & L

w . . r” . .
IP Statistic” tab show you few information about your system network
status
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Chapter 7: Upgrade

The “?” Dbutton run “About Form”. In this form you can check vTrace
version and upgrade it when needed.

I About i O] =]

vlrace Thiz application iz dedicated for my father

written by: Arkadiuzz Nowicki

runing yersion: 3.7.3.1 / Free Software co M p
available verzion: 3.7.3.1

date: 2009.11.05 ———
home page: http: A4 Trace.pl! bbbl ol L AL

You can free use and redistribute this software.

Thiz application iz sponzored for you by Comp Safte Support. Please wisit our sponzor web site: hittp:AAww, comp-cas. pls!

GeolP

Thig product includes Geolite data created by b axbdind, available from: httocd Awns masmind. comd— [detected)

Online Geo Service realized by: http:/ Ao webservices. netd
Download fresh
GED Yizualization powered by hittp://maps. google. comd Gen databaze

Flag graphics farm: - http://flags blogpatato.ded where images are freely available for uze by everyone.

A5 numnbers obtained from cymg whois server. htbps A v team-cornn, orgs

Thiz software use DS code bazed on Dig.Met project by Alphons wan der Heijden.  http: A Awwe heliden.comd Approved by author.
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You can also download fresh GeoIP database in this form.

THE END



